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Abstract
[bookmark: OLE_LINK21][bookmark: OLE_LINK22]Government agencies struggle to strike a balance between innovation and security in the modern cloud era. This paper attempts to demystify digital transformation as it relates to the Defense Industry by establishing a shared understanding and vernacular from which government industry leaders might advance the digital transformation conversation with team members, partners, and stakeholders. Our research covers some of the primary barriers that government agencies might experience, it continues by making recommendations for overcoming those barriers, and finally we propose a framework to support a series of opinionated solutions specifically designed to accelerate the digital transformation of defense agencies through specific mission scenario enablement, battlefield digitization, and warfighter empowerment.
Introduction
[bookmark: OLE_LINK9][bookmark: OLE_LINK10]Government agencies worldwide often trail behind their commercial counterparts regarding innovation and modernization. Those in the Defense and Intelligence Industry find it especially difficult to maintain the superiority and competitive advantage necessary to protect their warfighters and citizens in a rapidly changing environment marked by the proliferation of digital technologies and deep uncertainty (Bogers et al., 2019; Reilly, 2020; Zimmerman et al., 2019). The research tells us that Defense and Intelligence leaders have a greater than 90% failure rate regarding the long-term success of their modernization efforts (Hortense de la Boutetière et al., 2018). 
Purpose
This paper attempts to demystify digital transformation as it relates to the Defense Industry by establishing a shared understanding and vernacular from which government industry leaders might advance the digital transformation conversation with team members, partners, and stakeholders. In addition, our goal is to provide a prescriptive framework, born from our collective experience across the industry, from which these organizations might approach their transformational journey. 
This paper is for anyone interested in or responsible for digital transformation in the Defense and Intelligence Industry. 
What is Digital Transformation?
There is abundant research on digital transformation, but scholars still struggle to agree on a clear and concise delimitation of the concept. We hear terms such as Digitization, which is the process of converting information into a digital format, and Digitalization, which can be classified as using technology to adapt a system or process. Neither of these adequately captures digital transformation's spirit, scope, and depth. 
[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK3][bookmark: OLE_LINK4]For this paper, we consider digital transformation the act of creating or improving products, services, and processes in ways that lead to a radical and dynamic change that accelerates growth toward a more innovative enterprise (Malik, 2022; Tshabalala & Marnewick, 2021; Tohãnean et al., 2020). The ideal journey results in a radical shift in business models and processes (Agile digital transformation vs. digital transformation, n.d.), taking the organization from an often dysfunctional state (Haydn & Fin, 2021) to a new future state that is better suited to meeting customer needs (Malik, 2022), adapting to rapidly changing markets (Reilly, 2020), and creating new sustainable competitive advantages (Tohãnean et al., 2020).
Digital Transformation is driven by the Fourth Industrial Revolution (van Tonder et al., 2020). It is widely considered table stakes for sustainable competitive advantage (Martin-Rios et al., 2019) in a world where organizations compete with their products and services and the data they generate (Subramaniam, 2020). This revolution, which "represents an era in which disruptive technologies and trends combine to change the way we live and work – enabling us to achieve more than was ever possible before" (Ashwell, 2019), has drastically increased the pace at which new business models, products, and services enter the market (Knoll, 2020), placing increased competitive pressure on incumbent organizations. 
[bookmark: OLE_LINK19][bookmark: OLE_LINK20]Defense agencies find themselves operating in a world where transformation is being thrust upon them by events driven by advancements in technology and largely outside of their control. While these advancements provide the means to do things differently, it is essential for leaders to remember that effective transformation goes beyond just technology (van Tonder et al., 2020). It goes beyond the Software Factories, Landing Zones, and continuous integration/continuous deployment (CI/CD) pipelines, bringing together people, processes, and technology to empower new mission capabilities (Pappas et al., 2018) toward a goal of long-term mission success (3 effective ways to transform. 2022). 
Transformation Variance in the Defense Industry
[bookmark: OLE_LINK7][bookmark: OLE_LINK8]Research tells us that successful digital transformation can be an avenue to new competitive advantage (Martin-Rios et al., 2019). However, with a 16% long-term success rate (Hortense de la Boutetière et al., 2018), perhaps it is a journey that should not be taken lightly. Traditional industries such as government, oil and gas, manufacturing, and transportation fare even worse, with success rates falling below 11% (Hortense de la Boutetière et al., 2018).
The government has often been called the industry of industries. It should be no surprise that the Fourth Industrial Revolution and the related technological advances that make up Industry 4.0 should be a significant driver of transformation in the defense industry.  
What is Industry 4.0, and why should defense leaders pay attention to it? Industry 4.0, or I4 as it is commonly referred to, can be considered the realization, or fulfillment, of the promises of the Fourth Industrial Revolution. The impact of Industry 4.0 can be seen in manufacturing, supply chain, product development, and several other business dimensions, stemming from advancements in base technologies such as the Internet of Things (IoT), cloud services, big data analytics, and artificial intelligence (AI) and Machine Learning (ML) (Frank et al., 2019; Industry 4.0, n.d.). These same transformation drivers, also taking root in the commercial sector, represent an opportunity, and ultimately a responsibility, for defense leaders to accelerate future mission capabilities. It's vital that leaders understand some of the main drivers pushing transformation in the industry. 
Commercial Sector Drivers
The defense industry faces many of the same challenges in the commercial sector. These include rapidly changing technology and operating environments, tight schedules and budget constraints, and aggressive competition in the face of scarce talent and resources operating in a risk-averse culture (Zimmerman et al., 2019). 
[bookmark: OLE_LINK24][bookmark: OLE_LINK41]Defense agencies must also operate in a consumer world while not being "of" the consumer world. Once their employees and customers "clock out," so to speak, and go home, they leave the defense world behind and enter the consumer sector, where their expectations of technology are more likely to be influenced by their interactions with companies like Amazon and Uber than by what other defense players are doing (Reeves & Whitaker, 2019). 
Just as the commercial sector is adapting to rapid globalization, the defense industry must also respond quickly and effectively to ongoing global shifts and threats that result from technological advancements (Tshabalala & Marnewick, 2021). The difference is that failure in the defense space often results in catastrophic loss of life and liberty. 
Technological Drivers
Some of the primary advancements in technology driving I4 are Big Data, Cognitive Technologies, Cloud Technologies, and Digital-to-Physical Fusion Technologies (Sensors and IoT) (Zimmerman et al., 2019). Whole societies are becoming landscapes of sensors, leading to more significant changes in how those societies are organized and how their citizens interact with one another (Pappas et al., 2018).  
This convergence of Big Data and the Internet of Things (IoT) has the potential to create new challenges and opportunities (Guha & Kumar, 2018) for defense leaders as they look to harness and defend against the exploitation of that data to generate actionable insights through real-time and after-the-fact analysis and simulation (Subramaniam, 2020; Turner & Atkinson, 2018). 
Just as data is a currency in the commercial sector, it often becomes ammunition in the defense space. There is an opportunity for data producers and consumers to productize their data in a way that accelerates its consumption and ultimate transformation into actionable insights. Imagine better situational awareness for our warfighters by exploiting open-source intelligence data sets. However, that potential opportunity is often hung up because many agencies still struggle to effectively implement big data analytics (Guha & Kumar, 2018) primarily due to a fundamental lack of understanding of its benefits (Turner & Atkinson, 2018). 
New ways of working with infrastructure, data, and code continue to challenge the traditional methods of delivering technical capabilities in the process-heavy government space. xOps, which is the amalgamation of an evolving list of IT operations such as DevOps, DevSecOps, AIOps, MLOps, and GitOps, introduces a level of orchestration and velocity that places real strain on defense industry environments and culture. Government leaders need the ability to deliver new capabilities in weeks or months versus years or even decades, and they need to evolve those capabilities in near-real-time regardless of environmental, location, or connectivity constraints. 
People and Process Drivers
Culture, defined as an organization's shared beliefs, values, and behaviors, is a primary driver of how people operate and perform and has been a significant factor in the failure of transformational efforts in the past (Zimmerman et al., 2019). The defense industry is steeped in history and culture. Full of proud traditions, set in stone and solidified through time and sacrifice. Culture can be an asset and a powerful driver of success. However, the research is clear, most transformational efforts fail because they ultimately fail to change the culture (Zimmerman et al., 2019). 
The defense industry's approach to procuring technology is siloed and linear, often taking years to deliver on capabilities (Zimmerman et al., 2019). This contrasts with the core of agile principles and modern cloud development. The acquisition culture within most agencies is influenced by a combination of public law, regulation, and policy (Zimmerman et al., 2019). Even external players such as solutions providers, defense contractors, and the defense industrial base exert influence on the acquisition culture through their willingness to promote projects with no clear path to value, their tolerance for cost overruns and delays, and their appetite for an imbalance between short and long-term outcomes (Zimmerman et al., 2019). 	Comment by Mike Wood: principles?
Once projects are approved, they often face lengthy delays from the Authority-to-Operate (ATO) process. The ATO process is a quality control gatekeeper for agency landing zones and software factories. While their intentions are good, they often introduce lengthy, capability-constraining delays that create more risk than they solve. 
Best Practices and Lessons Learned
Leaders have several things to account for along their transformational journey, including bottlenecks that may result from organizational hierarchies, the influence personal interests might have on technology selection, ensuring employees are focused on higher-level cognitive tasks, and creating better human-machine interfaces (Reeves & Whitaker, 2019). This is compounded by the fact that transformation is not a one-and-done exercise. It is continuous and iterative (Tshabalala & Marnewick, 2021). For this reason, we suggest starting simple in scope, team size, and outcome. Innovation doesn't have to be complicated, and it doesn't have to be empirical or even disruptive (Sorescu, 2017), especially in the beginning. 
It's often better for agencies to start with a vertical use case that, while simple, touches on technology, people, and process. Most organizations focus change efforts on the technology layer, paying little attention to how such changes might affect business strategy, employees, and customers (Robu & Lazar, 2021), but this can spread your efforts, and ultimately your impact, too thin. Defense leadership must move beyond the technical aspects and address the immense challenge of people and culture (Zimmerman et al., 2019). The best way to do that without losing momentum is to solve a real-world problem that aligns people with technology and process to empower a new model (Reilly, 2020) that creates real mission value. 
Be Strategic
"Technology may be both the threat and the medium of change, but in the long run, only applications and organizational models that focus on competitive superiority will win" (Reeves & Whitaker, 2019). This means that defense leaders should look at digital transformation as an opportunity to create a new future instead of simply correcting past mistakes (van Tonder et al., 2020).  
For many defense leaders, this future combines physical and digital domains to improve mission outcomes, reduce program costs, and increase warfighter capabilities (Zimmerman et al., 2019). Navy Admiral Richard, commander of U.S. Strategic Command, recently had three calls to action for defense leaders: "Catch up with industry, pace our adversaries, and incorporate the latest tools (Houston, 2021)". We see evidence of this even now.  
A central theme across the industry is creating software factories and landing zones powered by DevSecOps pipelines. While this is a critical component, most agencies get hung up on trying to perfect these architectures, getting bogged down in a persistent state of DevOps ideation cycles that impede their ability to bring forth the original idea (Staying ahead with innovation, 2019). Many convince themselves this is good work but lingering too long in this stage, or over-engineering it, will cost you the advantage (Haydn & Fin, 2021).  The transformation journey is not always linear. Often it may feel like the organization is standing still or regressing (Kriz & Welch, 2018), so it's better to focus on forward momentum, adding value early and often, and putting processes and measurements in place to empower that momentum and velocity.  
Invest in Knowledge, Skills, and Capabilities
The ability to share knowledge and insights are crucial to innovation success. Still, a tightly controlled culture, like those common in government entities, may have a disproportionally negative effect (Garcia & Sosa-Fey, 2020). Government employees often gather a wealth of tacit knowledge due to their long tenure, but they are often hesitant to share that knowledge out of fear that it may lessen their worth. This knowledge is precious but also the most difficult to tap into (Garcia & Sosa-Fey, 2020). Leaders must find ways to move beyond the current scarcity mindset and encourage sharing tacit knowledge.   
Knowledge sharing is critical because digital transformation often involves several overlapping initiatives carried out by multiple actors, all working together toward an uncertain future. This complexity usually requires open collaboration and information sharing, which is more challenging to implement in a top-down or command-and-control environment (Solberg et al., 2020).
It's also critical that agencies invest in their workforce's digital knowledge and skills (Tohãnean et al., 2020). A workforce skilled in technologies such as AI, mobile, data, cyber, cloud, and so on (van Tonder et al., 2020) brings the capabilities needed to successfully navigate the rapid rate of technological change and overcome the existing skills gap (Staying ahead with innovation, 2019) that persists across the industry.
Communicate the Vision
Failure can often be traced back to a disconnect between strategy formulation, communication, and implementation (Correani et al., 2020). This can be especially challenging in a culture that is accustomed to compartmentalization. Successful leaders need to get comfortable communicating the vision. It's not easy getting people to actively embrace and engage in what may, at first, look like a much larger and more complex process (Solberg et al., 2020). To effectively stimulate the 'people' driver of digital transformation, leaders need to make investments in mindset, skillset, and toolset (3 effective ways to transform. 2022).
Defense leaders should also get comfortable with the notion that they may not be around to see the full fruits of their labor. Truly transformational efforts take time and the cycle of duty assignments, station changes, and retirements mean leaders need to plan for transitions by setting the vision and direction so the team might carry on in their absence. This shared legacy is a worthwhile step in breaking down the rigidity and barriers that accompany high power-distance cultures and stifle innovation (Tian et al., 2018). 
Empower Velocity	Comment by Joe Shepherd: Per Mike Wood: Get comfortable with the notion you may not be around to see the end state. Leaders transfer and retire and transformation is a marathon, not a single sprint. Set the vision and the direction so the team can continue to execute in your absence and new leadership can take ownership once you’ve moved on. 
One central tenet of agile is delivering something tangible at the end of each sprint (Haydn & Fin, 2021). We often tell our clients that you must show value early and often to generate excitement and momentum. To do this, one must get comfortable with plans that evolve and unfold as you go, building on the learnings of the team as opposed to rote milestones executed outside of reality (Haydn & Fin, 2021). This is outside the typical operating mindset of many agencies that have grown accustomed to technical specs and complex deliverables. However, by changing the conversation to embrace words like piloting, learning, and exploration (The Role of Agile, n.d.), leaders can learn to move beyond fear and embrace failure as a step toward innovation (Staying ahead with innovation, 2019).
The Defense Transformation Framework
The Defense Transformation Framework aims to provide industry thought leaders with a comprehensive and actionable model that can be used to plan and manage their transformation initiatives. The framework supports a series of opinionated solutions specifically designed to accelerate the digital transformation of defense agencies through specific mission scenario enablement, battlefield digitization, and warfighter empowerment. These scenarios are driven by government requirements, validated through actual customer implementations, and expanded through research and development initiatives. They represent the most impactful needs of our Global Defense and Intelligence customers. 
The framework was constructed with five focus areas, or opportunities, in mind. These include the ability to transform technology culture and processes by infusing strong engineering fundamentals across development, management, and operations functions. Enhance real-time decision-making capabilities. Improve post-mission debriefing and analysis and empower long-term analysis, training, and simulation. Finally, the framework looks to reduce the approval cycle for mission-critical applications regardless of deployment scenario, security considerations, or connectivity requirements.
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Figure 1. Defense Transformation Framework.
Platform Ops Capabilities
Defense industry leaders have done a great job of establishing consistent entry points for cloud platforms through landing zones and software factories. One might think of these landing zones as theaters of operations for your cloud modernization efforts. They provide a forward operating location, but that is all. There is still quite a bit of work before you can execute. 
Platform Ops Capabilities expand upon these landing zones with a series of building blocks that promote consistency and velocity and provide the foundation for specific Mission Scenarios. These building blocks include observability, zero trust, secret management, CI/CD, configuration, and asset management, and they are considered "table stakes" for modern, scalable, and secure platform operations. Consider Platform Ops as the support capabilities one needs to execute effectively inside the theater of operations.
Mission Scenarios
Finally, the framework provides a series of opinionated mission scenarios representing targeted use cases selected for their ability to transform the battlefield and enable modern defense capabilities digitally. These scenarios build upon the Platform Ops Capabilities and are accelerated through solid engineering fundamentals. One might consider these mission scenarios as the tactical capabilities you might execute inside a given theater of operations. 
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Figure 2. Mission Scenarios.
Each scenario consists of reusable IP, patterns and practices, and playbooks and is supported by backlogs, positioning material, demos, and other assets. They are born from previous industry transformation efforts, supported by current cloud capabilities, validated with quantifiable market drivers, and guaranteed to generate strategic mission impact and transformation. The four Mission Scenarios are detailed below.  
Command, Control, and Communications or C3 as it is commonly called. C3 is all about providing command leadership with better informed decision making capabilities through broad data aggregation and visualization.
Sensor Data Fusion is about transforming sensor data into actionable insights that inform real-time decisions, post-mission analysis, and simulation.  
Digital Signal Processing supports radio frequency and waveform analysis for electronic warfare.  
Intelligence Processing Pipelines increase situational awareness by enabling rapid intelligence assessment from bulk data collection across disparate data sources. 
A vital goal of the framework is to give agency leaders the means to stop looking at actors and data in isolation and instead elevate our understanding of their interactions and interrelations in ways that generate new mission capabilities (Pappas et al., 2018).  
Further Learnings and Conclusion

This paper sheds light on the complexity related to digital transformation efforts broadly as well as nuances related to the defense industry. The paper starts with a systematic research review and ends by providing an opinionated conceptual framework that defense leaders might use to bring consistency and predictability to their digital transformation efforts. This framework draws on the collective experience of the Commercial Software Engineering team at Microsoft and their work with defense customers along with the R&D investments from across the global defense industry. Additional research could focus on identifying next generation capabilities beyond the Platform Ops and four Mission Scenarios provided above, especially in the areas of augmented reality and simulation. 
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